EMPANELLED INFORMATION SECURITY AUDITING ORGANISATIONS by CERT-In

The List of IT Security Auditing Orgnisations, as given below, is up-to-date valid list of CERT-In Empanelled
Information Security Auditing Orgnisations. This list is updated by us as soon as there is any change in it.

54. M/s ConsultEdge Global Services (OPC) Private Limited

Postal address: 122011

Ph : +91 8448296838

Fax: +91 8448296838

Contact Person : Siddhant Bhardwaj
E-mail : Siddhant.B[at]ConsultEdge.global




Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s ConsultEdge Global Services (OPC) Private Limited

1. Name & location of the empanelled Information Security Auditing Organization:

ConsultEdge Global Services (OPC) Private Limited

Unit No - 901 | 9th Floor |, Magnum Tower - 2 |,
Golf Course Ext Rd, |, Sector 58, Gurugram, Haryana 122011

2. Carrying out Information Security Audits since : 2021

3. Capability to audit, category wise (add more if required)

Network security audit (Y)

Web-application security audit (Y)

Wireless security audit (Y)

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, ISMS, etc.) (Y)
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y)

Compliance Audit as per Government of India Guidelines (Y)

Cyber Resilience/Business Continuity/Disaster Recovery Audits (Y)

ICS/OT/10T Audits (Y)

Digital Personal Data Protection Audit (DPDP) (Y)

Privacy and data security audits and assessments (YY)

Cloud security Audits (Y)

Blockchain Audits & Security Reviews (Y)

Smart Contract Audits (Y)

Secure Code Review (Y)

Hardening / Configuration Review (Y)

Critical/Industrial Technologies Review/Audit/Implementation (YY)

Al Ethics, Regulatory and trust baseline audits and assessments (Y)

Data Migration Audits (Y)

Data Centre Audits (Y)

ERP Audits (SAP, Oracle etc.) (Y)

Implementation and Compliance Audit (SOC 1, SOC 2, SOC3 Type I, Type II) (Y)
Social Engineering Campaigns (Y)

Vulnerability Assessment and Penetration Testing (Y)

Center of Excellence (SOC/NOC) Services, MDR/XDR & Managed Services (Y)
Vulnerability Mitigation & Patch Management (YY)

IT Risk Assessments (Y)

Red Team and Blue Team Assessments (Y)

SAST and DAST Testing (Y)

Third Party Security Risk Assessments (Y)

Cyber Security Awareness and Training Services (Y)

Physical Access Controls & Security Testing (Y)

Cyber Incident Management & Defense (Y)

Business Continuity and Disaster Recovery Planning Management (BCP & DR) (Y)
CIS Benchmarks Audits (Y)

Phishing Campaign Services (Y)

Enterprise Security Architecture Review (Y)

Information security policy review and assessment against best security practices (Y)
DevSecOps Assessments (Y)

Regulatory Compliance Implementation and Management (ISNP, SEBI, TRAI, SEBI
CSCREF etc.) (Y)

4. Information Security Audits carried out in last 12 Months:

Govt. : None
PSU : None
Private : 30+

Total Nos. of Information Security Audits done : 35+



5. Number of audits in last 12 months, category-wise (Organization can add categories based
on project handled by them)

Network security audit : 5+
Web-application security audit : 10+
Wireless security audit : 5+
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) : 5+
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) 2+
ICS/0OT Audits : None
Cloud security Audits 1 7+
6. Technical manpower deployed for information security audits:
CISSPs 12+
BS7799 / 1SO27001 LAs 1 2+
CISAs i1
DISAs / ISAs :0
Any other information security qualification 1224
Total Nos. of Technical Personnel : 16+

7. Details of technical manpower deployed for information security audits in Government and
Critical sector organizations (attach Annexure if required)

Name of Employee

Duration with
<organization>

Experience in

Information
Security

Qualifications related to
Information security

Siddhant Bhardwaj

3+ Years

6+ Years

Certified Smart Contract
Auditor, CEH v11, AWS
Security Specialist,
Security Intelligence
Engineer 2018 - Mastery
Award IBM, 210W-04
Cybersecurity Within IT
and ICS Domains - US
Department of homeland
security , 210W-09 Attack
Methodologies in IT & ICS -
US Department of
homeland security, 210W-
10 Mapping IT Defense-In-
Depth Security Solutions
to ICS PART 1 & 2 - US
Department of homeland
security, ISO/IEC 27001
Information Security
Executive”, ISO/IEC 27001
Information Security
Internal Auditor”, ISO/IEC
27001 Information
Security Lead Auditor™,
ISO/IEC 27001
Information Security Risk
Manager”, Security
Specialist - Trailhead,
ISO/IEC 27001
Information Security
Associate”, Cyber Security
Foundation Professional
Certificate - CSFPC”, Web
Application Hacking and
Security - EC Council,
Security Intelligence
Engineer 2018 - Explorer
Award

Sandeep Singh
Baloda

2+ Years

5+ Years

1) Cybersecurity Analyst
(C3SA)-CyberWarFare Labs

2) Certified AppSec
Practitioner (CAP)-The SecOps
Group.




3) Post Graduate Diploma

in Cybersecurity and Law
(PGDCSL)

Deepanshu Sharma

2+ Years

5+ Years

ICSI | CNSS Certified
Network

Security Specialist, AWS
Certified Solution Architect:

Associate, Oracle Cloud
Infrastructure

Foundations 2020 Associate,

Oracle Cloud Infrastructure
2019 Cloud Operations
Associate

Soharab Ansari

2+ Years

5+ Years

CCNA, NSC 1, NSC 2, NSC 3

Chandan Sah

4+ Years

16+ Years

CCNA, MCSA, NSC 1, NSC 2,

Google Professional Cloud
Architect

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations
etc.) along with project value.

S.

No.

Client Description

Project Description

Leading Financial organization working in
multiple portfolios - UPI, Loans, Banking,
Holdings etc.

Risk control and self-assessment
based on multiple RCSA frameworks,
It included in scope of all
technologies, policies, environments
and all physical offices of new
technologies limited. Project Value -
INR 1M+

Major International Bank, operating in
multiple countries and regions.

Conducted the VA-PT using black box
and white box testing methods on
the entire infrastructure of the bank
along with social engineering of the
employees to uncover all the
loopholes of the organization. Project
Value - INR 2.5M+

9. List of Information Security Audit Tools used (commercial/ freeware/proprietary):

Commercial:

Burp Suite Professional

Nessus Expert
Acunetix

IBM Appscan
Invicti

Cobalt Strike
Titania Nipper
CIS-CAT Pro
HCL AppScan
Appknox
Shodan
Nexpose
BeSOURCE SAST

Freeware:

reNgine
reconFTW
Brutus
Hydra
Grimwepa
Fluxion




¢ WireShark Nmap hamster-sidejack
e Fiddler

¢ MetaSploit

e OWASP Zap

¢ Nikto

e Social Engineering Tool Kit
¢ Gophish

¢ NetCat

e Hping2

e HTTPrint

o Ettercap

¢ Rips

e Firewalk

¢ Echo Mirage

e Yersinia

e Drozer

e MobSF

e Postman

e SQL Map

Proprietary:

e Custom developed Scripts
e Payloads (Self-Created)

10. Outsourcing of Project to External Information Security Auditors/Experts: Yes
(If yes, kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details: No

12. Whether organization is a subsidiary of any foreign based organization?: No
If yes, give details

13. Locations of Overseas Headquarters/Offices, if any: No

*Information provided by ConsultEdge Global Services (OPC) Private Limited (Formerly
known as CloudFence Technologies) on 13th Oct 2025
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